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1. Introduction 

1.1 Purpose and Scope 

This Personal Data Retention and Destruction Policy ("Policy") has been prepared by 
Uğuras Kıymetli Madenler Sanayi ve Dış Ticaret A.Ş. ("Uğuras") in accordance with Article 5, 
Paragraph 1 of the Regulation on the Deletion, Destruction, or Anonymization of Personal 
Data ("Regulation"). 

The purpose of this Policy is to ensure that the legally required disclosures are duly 
made to third parties whose personal data are processed, to define Uğuras’s obligations in its 
capacity as data controller with respect to the retention and destruction of personal data, and 
to clearly identify the duties and responsibilities of relevant persons within the Company’s 
organizational structure. 

Uğuras reserves the right to unilaterally amend this Policy in the event of changes in 
applicable legislation or where the adoption of higher standards or enhanced measures for 
the protection of personal data becomes necessary. Any amendments made to this Policy shall 
be communicated to the relevant parties in accordance with the same principles. 

This Policy applies to the personal data of Uğuras employees, job applicants, service 
providers, suppliers, and other third parties. It governs all record-keeping environments in 
which personal data held by Uğuras are processed, as well as all activities relating to the 
processing of personal data. 

1.2. Abbreviations and Definitions 

Data Subject (Relevant 
Person) 

The natural person whose personal data is processed. 

Explicit Consent Consent that is freely given, specific, and informed, and expressed 
with a clear affirmative indication of the data subject’s will. 

Relevant User Persons who process personal data within the data controller's 
organization or in line with the authorization and instructions 
received from the data controller, excluding the person or unit 
responsible for the technical storage, protection, and backup of the 
data. 

Electronic Media Environments where personal data can be created, read, changed, 
and written using electronic devices. 

Destruction Deletion, destruction, or anonymization of personal data. 

Law Personal Data Protection Law No. 6698 (KVKK). 

Board Personal Data Protection Board. 

Personal Data Any information relating to an identified or identifiable natural 
person. 
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Processing of Personal 
Data 

Any operation performed on data such as obtaining, recording, 
storing, preserving, changing, reorganizing, disclosing, transferring, 
taking over, making available, classifying, or preventing the use of 
personal data. 

Anonymization Making personal data impossible to associate with an identified or 
identifiable natural person, even if matched with other data. 

Deletion The process of rendering personal data, processed fully or partially by 
automated means, inaccessible and unusable in any manner by 
relevant users. 

Destruction The process of rendering personal data completely inaccessible, 
irretrievable, and unusable by any person in any manner. 

Data Processor The natural or legal person who processes personal data on behalf of 
the data controller based on the authority given by the data 
controller. 

Data Controller The natural or legal person who determines the purposes and means 
of processing personal data and is responsible for the establishment 
and management of the data recording system. 

Regulation The Regulation on the Deletion, Destruction or Anonymization of 
Personal Data, published in the Official Gazette dated 28 October 
2017. 

2. Responsibilities and Allocation of Duties 

All employees of the Company and/or Uğuras Kıymetli Madenler Sanayi ve Dış Ticaret 
A.Ş. (“Uğuras”) play an active role in the proper implementation of technical and 
administrative measures and in ensuring data security across all environments in which 
personal data are processed. 

The Company’s management and legal department ensure the fulfillment of the duties 
and responsibilities set out below with respect to the retention and destruction processes of 
personal data. 

Responsibility 

Responsible for the preparation, development, publication, and update of the Policy. 

Responsible for periodically reviewing the Policy. 

Responsible for the approval and execution of the Policy. 

Responsible for complying with the Policy and providing necessary support in all activities 
related to retention and destruction processes. 



 
UĞURAS KIYMETLİ MADENLER SAN. ve DIŞ TİC. A.Ş. 

Pages 4 / 9 
 

Ataköy 2-5-6. Kısım Mah. Rauf Orbay Cad. Yalı Ataköy Sitesi C Blok No:22 Bakırköy / İstanbul / Türkiye    
Tel: +90 212 877 8995                                                        Fax: +90 212 520 4256 

info@uguras.com.tr www.uguras.com.tr 

3. Record-Keeping Environments 

Personal data are lawfully and securely retained by the Company in the environments 
listed in the table below. 

Electronic Environments Physical Environments 

Removable storage media (USB drives, memory cards, etc.) Folders 

Personal computers / Office computers Files 

Mobile devices Archive rooms 

Software applications  

E-mail systems  

Printers, scanners, and photocopy machines  

4. Explanations Regarding Retention and Destruction 

Personal data of natural persons, including but not limited to employees, job 
applicants, interns, subcontractors, employees of suppliers, business partners, persons 
receiving products or services (customers), company shareholders, members of the board of 
directors, public officials, members of the press, and other third parties, are retained and 
destroyed by Uğuras in compliance with the Law on the Protection of Personal Data (KVKK). 

Within this scope, detailed explanations regarding the retention and destruction of 
personal data are set out below in sequence. 

4.1. Explanations Regarding Retention 

Various legislative provisions require personal data to be retained for specific periods. 
Accordingly, personal data processed by the Company are retained for the period stipulated 
under the applicable legislation, or—where no such period is prescribed—for as long as 
necessary for the purposes for which the personal data are processed. 

Where personal data are processed for more than one purpose, such data shall be 
deleted, destroyed, or anonymized, either ex officio or upon the request of the data subject, 
provided that all processing purposes have ceased to exist and there is no legal impediment 
to the deletion, destruction, or anonymization of the data under applicable legislation. 

4.1.1. Legal Grounds Requiring Retention 

Personal data processed by Uğuras within the scope of its various activities are 
retained for the periods prescribed under the applicable legislation. 

Within this framework, personal data are retained in accordance with, inter alia, the 
following laws and regulations: 

• Law No. 6698 on the Protection of Personal Data 
• Turkish Code of Obligations No. 6098 
• Turkish Commercial Code No. 6102 
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• Turkish Penal Code No. 5237 
• Private Security Services Law No. 5188 
• Income Tax Law No. 193 
• Attorneyship Law No. 1136 
• Occupational Health and Safety Law No. 6331 
• Tax Procedure Law No. 213 
• Social Insurance and General Health Insurance Law No. 5510 
• Law No. 5651 on the Regulation of Publications on the Internet and the Suppression 

of Crimes Committed by Means of Such Publications 

In addition to the foregoing, personal data are retained for the retention periods 
stipulated under other applicable secondary legislation currently in force. 

4.1.2. Processing Purposes Requiring Retention 

• Within the scope of its activities, the Company retains personal data processed for 
the purposes set out below: 

• Conducting Emergency Management Processes 
• Conducting Information Security Processes 
• Conducting Recruitment Processes for Job Applicants / Intern Candidates 
• Conducting Application Processes of Job Applicants 
• Conducting Employee Satisfaction and Engagement Processes 
• Execution of Employment Contracts for Employees 
• Conducting Audits and Ethical Compliance Activities by Public Institutions and 

Authorities 
• Fulfilment of Obligations Arising from Applicable Legislation 
• Conducting Training and Development Activities 
• Regulation and Management of Access Authorizations 
• Conducting Regulatory Compliance Processes 

4.2. Explanations Regarding Destruction 

Personal data shall be deleted, destroyed, or anonymized by the Company, either ex 
officio or upon the request of the data subject, in the following circumstances: 

• Where the provisions of the relevant legislation forming the legal basis for the 
processing of personal data are amended or repealed; 

• Where the purpose requiring the processing or retention of personal data ceases to 
exist; 

• Where personal data are processed solely based on explicit consent and the data 
subject withdraws such consent; 

• Where the Company accepts the data subject’s request for the deletion or 
destruction of personal data pursuant to Article 11 of the KVKK; 

• Where the data subject files a complaint with the Personal Data Protection Board due 
to the Company’s rejection of the deletion/destruction request, the insufficiency of the 
Company’s response, or the Company’s failure to respond within the statutory period, and 
such complaint is deemed justified by the Board; 
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• Where the maximum retention period prescribed for personal data has expired and 

no condition exists that would justify the continued retention of such data.5. Technical 
and Administrative Measures 

In order to ensure the secure retention of personal data, to prevent their unlawful 
processing and unauthorized access, and to ensure the lawful destruction of personal data, 
the Company implements technical and administrative measures in accordance with Article 
12 of the Law on the Protection of Personal Data (KVKK) and the adequate measures 
determined and announced by the Personal Data Protection Board pursuant to paragraph 4 
of Article 6 of the KVKK with respect to special categories of personal data. 

5.1. Technical Measures 

With respect to the personal data it processes, Uğuras implements the following 
technical measures: 

• Penetration testing is conducted to identify risks, threats, vulnerabilities, and any 
security gaps affecting Uğuras’s information systems, and the necessary remedial measures 
are implemented accordingly; 

• Network security and application security are ensured; 
• Closed-system networks are used for the transfer of personal data via network 

channels; 
• Security measures are implemented within the scope of the procurement, 

development, and maintenance of information technology systems; 
• The security of personal data stored in cloud environments is ensured; 
• Access logs are maintained on a regular basis; 
• Up-to-date antivirus systems are utilized; 
• Firewalls are deployed; 
• Personal data security is continuously monitored; 
• Strong password policies are applied in electronic environments where personal data 

are processed; 
• User account management and access authorization control systems are 

implemented and continuously monitored; 
• Log records are maintained in a manner that prevents user interference; 
• Intrusion detection and prevention systems are utilized; 
• Uğuras takes the necessary measures to ensure that deleted personal data are 

rendered inaccessible and unrecoverable for relevant users; 
• Cybersecurity measures are implemented, their application is continuously 

monitored, and encryption is applied where appropriate. 

5.2. Administrative Measures 

With respect to the personal data it processes, Uğuras has implemented the following 
administrative measures: 
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• Training programs are provided to enhance employee qualifications, including 
training on the prevention of unlawful processing of personal data, prevention of 
unauthorized access to personal data, ensuring the secure retention of personal data, 
communication techniques, technical knowledge and skills, and compliance with Law No. 
657 and other relevant legislation; 

• Employees are required to execute confidentiality agreements in relation to the 
activities carried out by the Company; 

• A disciplinary procedure has been established for employees who fail to comply with 
security policies and procedures; 

• Prior to the commencement of personal data processing activities, the Company 
fulfills its obligation to inform data subjects in accordance with applicable legislation; 

• A personal data processing inventory has been prepared and is maintained; 
• Periodic and ad hoc internal audits are conducted; 
• Information security training is provided to employees. 

6. Personal Data Destruction Techniques 

Upon the expiry of the retention period prescribed under the applicable legislation or 
the retention period required for the purposes for which personal data are processed, 
personal data shall be destroyed by the Company, either ex officio or upon the application of 
the data subject, in accordance with the applicable legislative provisions and by using the 
techniques set out below. 

6.1. Deletion of Personal Data 

    Data Recording Environment                       Description 

Personal data stored in electronic 
environments 

Where the retention period requiring storage in 
electronic environments has expired, access for 
relevant users is revoked. The data are deleted from 
electronic systems, and the storage locations are 
reconfigured in a manner that prevents recovery. 

Personal data stored in physical 
environments 

Personal data stored in physical environments are 
rendered inaccessible and unusable for all employees, 
except for the person responsible for document 
archiving. 

Personal data stored on portable 
devices (such as USB drives, hard 
disks, CDs, DVDs) 

Where the retention period has expired, such data 
are secured by encryption by the system 
administrator, with access rights restricted solely to 
the system administrator, and retained in secure 
environments. 

Personal data stored on servers 
Where the retention period has expired, deletion is 
carried out by the system administrator by revoking 
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    Data Recording Environment                       Description 

access rights of relevant users and removing the data 
from the servers. 

6.2. Destruction of Personal Data 

Data Recording Environment Description 

Personal data stored in physical 
environments 

Where the retention period has expired, personal 
data are destroyed in an irreversible manner using 
paper shredding machines. 

Personal data stored in cloud 
environments 

Personal data stored in cloud environments are 
encrypted during storage and use. Such data are 
destroyed through the destruction of the encryption 
keys used, thereby rendering the personal data 
permanently inaccessible. 

6.3. Anonymization of Personal Data 

Anonymization of personal data refers to the process by which personal data are 
rendered incapable of being associated with an identified or identifiable natural person under 
any circumstances, even when matched with other data. 

For personal data to be considered anonymized, it must be rendered impossible to 
associate such data with an identified or identifiable natural person, even through the use of 
appropriate techniques by the data controller or third parties, including the reversal of 
anonymization or the matching of data with other datasets, taking into account the relevant 
recording environment and field of activity. 

7. Retention and Destruction Periods 

With respect to the personal data processed by Uğuras within the scope of its 
activities, the retention periods applicable to personal data processed in relation to specific 
activities and processes are determined on a personal-data basis within the Personal Data 
Processing Inventory, on a data-category basis within the registration made to VERBİS, and on 
a process basis within this Policy. 

Upon the expiry of the applicable retention periods, personal data are deleted, 
destroyed, or anonymized by Uğuras within the periodic destruction intervals determined by 
the Company. 
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Process Retention Period Destruction Period 

Conducting employee 
personnel file processes 

10 years following the 
termination of 
employment 

During the first periodic destruction 
following the expiry of the retention 
period 

Conducting Contractual 
Relationships 

10 years following 
termination of contract 

During the first periodic destruction 
following the expiry of the retention 
period 

Conducting Customer 
Transactions 
(Invoice/Info) 

10 years from the end of 
commercial relationship 

During the first periodic destruction 
following the expiry of the retention 
period 

CCTV recordings 2 years 
During the first periodic destruction 
following the expiry of the retention 
period 

8. Periodic Destruction Period 

In accordance with Article 11 of the Regulation, the periodic destruction period has 
been determined by Uğuras as 6 (six) months. 

9. Publication and Storage of the Policy 

A signed copy of the Policy is kept by the authorized person, and the most up-to-date 
version is made available electronically on the Company's website for employees and other 
persons. 

10. Update Frequency 

The Policy is updated when needed and when there are changing processes. 

11. Enforcement 

This Policy enters into force upon approval by the Uğuras Board of Directors. 

 


